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PURPOSE: a system for unifying a 
system management system and a 
firewall system is to install four 
modules in the place which a 
system management system or a 
firewall system is located and 
operates four modules each other 
for unifying and managing two 
systems. 

CONSTITUTION: A system 
comprises :.„a firewall agent unit 
(126) for generating a trap event 
when an abnormality is occurred in 
the firewall system and providing 
the information to resources related 
to the network firewall: a firewall 
register unit for storing the 
information related to the network 
firewall in a common database of 
the system management system 
and the firewall system and 
performing a deletion, an 
amendment or an access; a log 
router unit for reading log 
information from the firewall system 
to analyze and providing an urgent 
message or a SNMP trap message 
to an event console of the system 
management system; and a 
management console unit for 
managing the log router unit and the 
firewall resistor unit. Thereby, an effective management of the resource and a reliable circumstance 
to users are provided, the circumstance independently operating the network firewall system and 
the system management system. 
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e ^si ssaaui^B^ saAi^BB s&8t?i *e ai^boii as 20m. □ ai±bs. saAi^asi uiM9ia saoii aee nass 
#ehm SAiam ss§ -miwoi xisstu. #31 saAi^aoii oi#oi ttga mis oisusb erasta. #31 seaaiAi^ssi a 3 oil 
©a #3i mefiB sa ae wasoo a a sssj se^ hsaii^m hioioM ?ia se.oiioifie*: uimsib seoii aes ass # 
3i saaaiAi^aai a&Ai^aa ghoiei moi^oh Hsam, #31 xi#a sssi ^§ » 5ui «e sa aixi^a^; 

/^l sefAI^SSS^H AlSOii CHa 3l*~e UEfUfe §S(Loo Information)^ 1\X2}M m^o\H, SXIPI- 3° CHI Al XI 
SNMP(Single Network Management Protocol) MIS MAI XI B S»a£IAI±B2l 01 g^( E vent Console)^ XIiS8f3l flS £3 a*S 
Ei¥; » #3| SNMPH MgofOi #31 £aAI±BB BAfSKM. #31 Sa 3>Xl<a/d #31 fiCJA|£B2| #EHM £JA|6H>. #3| S2I 

^0 » 5£4AI XilO^M #31 2B OilOISM^ £38101. #31 £3 »^E1* « #31 SB aiX|£8¥M 91 a aaiSB¥B 

sbbb ^s^s bp. s &son cn=e. msxkm xjasi *#3a aaa 6i§i# at Atsaas xiiss sia. 

CHfi£ 
£1 

SA1IA1 

ESS] ZJ9B £9 

£ 18 S «S2I dHJ^B ^AlOilOII ©g g^adlAI^B^ aaAI^Be g£6f3l «B A|>ig£J M^£0|P. 
£ 2^ 22! OHOIS^VSI gSrS ^Sof^r ~e£0IP. 
£ 38 §3 EI¥Q^2J **38ffe SBEOIO. 

£ 4chi aai e^M gsm^ se£oia. 
ttS2| #aiib &8 

^901 ^5ib 31^ S! 3 SO^Si #SH3l^ 
S SBaaiAl^B (System Manegement System)^ S&AI^B (Firewall System) ^ SB8PI AI-iBOll am 2D #A|I6} 

3i!^ #^ =g2!2£ m^® 4* 43HSJ 211 g^a^AI^Hi Efe £O)Al^g0! 9IXISI £011 ^XlofOI #31 £^101 #s ^S8h£^ 

&£^Mi ¥ Ai^gg ssv SK ^ aa& 4^ si£^ a g^aajAi^^B a^Ai^se e&s^i ai^soii aa 201a. 

^EI0|Oie/A1W ^^^01 3|S 2^£J3il0il 2^£|S/d. AI^B^l a^Sffe ^HI3f ^4*^ ^fi#M CH8H312 2i2W. 0131 

Oil g£JU} a^S^. 2J4^. eOl OI£ia g^^s ¥^3IH SiCK 
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g&\a a A|±g (System Manegement Si^^)OI& 3I2U0II/H 0J3IXI3I m#&Oi 22 b A^ft. UIMSI3. OHga^Oltf §§ SBoKN-asitt 
4^ SlS^m 8>fe Al^gfrfcH^sioog &^T. >^L> Al ^ g (Firewall System) 8 2J¥ UI^^TO^^ m^^aSJ 330fiO{| ?j£|S*OI 2J¥ Mgi 

ya. eaisi g&aaiAi^©8 urn^a xiae-aa»bi Woi a^oii/d Ai^gje aeiorb R^mm oigsiot ai^ssi gsroi^fs sob 

6*5= B^y H^AO± a^^eSJ Xia&^OID.* m&M. 2^21 SMOI SISofe Q2£ D\^mm SSol 4^§© 4> SDfe efliSOl 9iQr 
2S>. ^ a Oil ^ ayoi §sy OI^S §§8101 ae »S0il CHy AD3 g*13r 2?§2gttl OIM aaolOlO* 8 r fe S?3> gCHSfH' 

2iQ. nau, 31^21 asaaa^MAj »aaa^» ayoii atdtot ggsxi as eisiHioi^e *iS6roi aeon ra» a cie eaise opi. 

^o^ W Oil SaSHO^ Bfi^t QI¥£IOi »□. 



£301 Ol^IiX* 8rfe 3l£3 jftfll 

S ^38 #3121 EBISe SHSoPI ?|5H. #a ^i!32£ S^Sf 4> 2Jc 43H2I 211 S»»aiA|£B Eir a.yA|±B0| 2 

dl gx|or04 #31 S8S0I #a 5»S8J£^ gvo^Mi <= Al^ge S»8K)I a2l» 4> 2i2*~ » S©aeiAI£B» ayAI^BM SB-8131 « 
y Al^gJS XII S 6^ 2J0ID. 

Baa ?# a ^ts 

#3121 i*#813| %o\0\. 

m » a eiAI^S (System Management System)!!} fiffAI^B (Firewall System)g »©8PI 91 & AI^BOil 2£01/d. 

#31 ayAi^esi uimsib ayoii aea -wassi #ehm saishi. §si ^ss^oi xisshm, #3t ayAi^soii oi#oi sae 3^ 

oisiyeg »4Bsm. #3i s&aaiAiiasj asoii caei #3i un^ia ay ae xtaeoii ch» §asi xiis 2b h^ah^i xjicnsf 

ay oiioige^: ui m?-ib ayoo asa sag #3i SKBaAi^aa- ayAi^aa aioia wioi^oii xissm. xisa saei ^ 

fll. ^ 4>g8PI ?ie ay 2ilXI>iEi¥; ^^1 ayAI^&'o^Q AI20II CHS UEJUIb S3 §a(Log Information)© 

^|xi2fAi ^Sr2 EXIPr 2ib 3^ Zi^ 011AIXI SEb SNMP(Single Network Management Protocol) OilAIXIM SeaaiAI^SSI 01 Si! 
m E^(Event Console)^ M^o\D\ £.3 BI^El^; % #31 SNMPM MS8I0I &OI S°Ml^g^ SAI8HM. #31 ay a^ §H1 3W 

SAi #3i ayAi^Bsi gats SAi8m. #3i ay a^ §a si H^Afi/d xjicne #3i ay ouoism^ aasnM. #3i ^ 
#3i ay eiixi^Ei¥g aajs*3i ^e aai^^¥M 5&8rDi, #3i ay otiois^. ay aixi^Ei¥. ^3 ^^eh¥ ^ aai e^¥^ 
aeui^soiiAi xii ^ 6^ 01 ^ oi ± H^n^m aea aae yaiaioi^g ?ie se ui^?-ib ay ai^s°i yaiaioi^g ?ie 
m fi^&e ^§£i ofb g^a£iAi^B3f ayAi^gg e&spi ?]e ai^doi ^issa. 

0I8K S¥E £311 S^SrOj S ^§21 tfAIOIIB #A1I6I ^So r 3|S 

Eigs ^S2j df^^s) Ai A |oj j0il §t^aaiAi>iS^ ayAi^ue e&s r 3i ?iy Ai^g2i M^soip. 

2 1011 EAIS Al^BOllAi, 1008 SNMP(Single Network Management Protocol) aai¥M. 1208 a^AI^BOl ^Xia ?I£IS. &i 

^£ 132-1388 e&aaiAi^g^oii ^xis^ i^§i uei^p. ... 

SNMP aai¥(100)~ SNMPl aEISfe 0HH£l3IIO|fiOIP. 013I/H. SNMP(Single Network Management ProtocoDc adlol-fe 3r 

# ^y^y ui^?-ja aai h^m^oid. e# t snmp^ asj x^ mmo\\ cn£iy(Agent)oi ess^ soi 3isom, cHEiyg #^oi 
B»e s^oii aaixr0ii3ii ^ v ^e ^aiii aaei sag em atucf. 

g| /ddl^¥(122fe SNMP 3ilOI^^IOI, SNMP a £IX[( Administrator) S§ ajXII Xi#¥(Common Object Repository)^ 5§, v SrCN-. 
Aldl^ bH ^(Distributed Service Bus; 124)B eSH ay 0llOIS^¥(126)2f #s S^iffW. §i 2? JED Xi#¥fe 8Va£IA|^93F ayAl^g 
SI QiOlEiM Xl#8r3| QI0IE1 WlOI^OICh 

e^aaui^g db(i38)^ e&aeiAi^a aaioii. iiae qioib wioi^oia. 
■ ay AioMd28)^ ayAi^ge ^xi6 r oi 3is/3ia2i aye sy^^ aaism ^ioi"8r3i /h woiq. 

0IS«e E^¥(Event Console; 132)^ atfaaiA|>igOIIAl" §aM2J £!ffl #©011 CHS! Sa » 32. 2^ eOfi CHS! Oil Al XI « Sl&Sfe 
2S0IQ. 01 Olffleu Oil Al XI « 525 SgA|&25Mi a&IXF^01l3il aP £21216! Xll^^ 4^ 2i3il SHSCf. 

ay OIIOISM¥(Firewall Agent: 126)fe a«AI±S3 UIM9IB ay Oil a^S XrS12j #EHS ^AloH!. 4^S3 r 01 Xi#3 r W. #3| a 

yAi^eoii oi#oi oi^Mdrap Event)* ««8m. e^aaiAi^gsj Hsoii o*a #3i ui59ja ay ae xjasoii c«y 

3321 HIS £fcr H^AII^S MIOI&D. 

ay oiioi2M¥(i26)b meo|a#oii mwo\ ui^^ia ayoii aea oiai xfaioi ^xisich si^ ?ixioii bHxiaoi e^8^ hsu 
s a'soicf. 

2 2011 ay 01I0|2E¥<126)2I ^SSlb sM23r 2A|£j0i 21Cf. 

ai^h Aidi^/Giie 2b A*exi2j 5|g aaai 2ish ssn^i Ai**ycu202 tm) 

^&o\£: mw± mm\ ¥*yxig mB& a. (204 ^. 2§oi xne Ai^^y. /nai^e 4^^sj3i ?i8*oi ^1^21 k\u\±m ^221 

HSJyiAl^ QS8 r 3l «8KM ^3iyCf. 

Aidi>:3f §a 4*s si xi s Aidi^y a^oii. ^3i32£ ms9ia ay 011 aea #EH2j bai % §ai ->aea.(206 &M) 

^sa sai g§ ^^11 xi#¥0ii xnsycu208 B3«) 01 ^ ^sa gai §221 #^011 aas^oi ai§& 4* 2i2^ s r 3i ?isoia. 
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e^.oieye va'Aibi^e! awnfe. ui^n sboa aes &ehoo e»» vasta^xi^Beea.eio e»> »ae:8*oofe*&- 

M 4> 2i£^ 8*31 9IB0ID. %P W 

g#¥(Management Console: 130)S SI3m3l «B Mti\±21 S^Oilfe. aa e^¥(130)S¥EI2l MW± SSg ^IOeo.(214 : BW 

aa e^s^asi Aiui± auoi as. shs a a a a& aiui±b n38t?i 91 e ^ssj hsao^m aaea.(2i6 e2U eg. oiohe- o- 
s fise 3ipsp. 

ase /^di^^f ss fig /Hbi^eixie bbbp.(218 e^i) ^. Aibi^ asoi mssia sboii ae@ sse fiSoib mu\±2i a^oiife 

SHS" SSM aai £^¥(130)S BISBCk<220 B3II) 

Aldl^ QSOI HSAIIA1 HI (MSI 3*0llte. 6HS HSAfl^M J3ICH6^ SD.(222 B3I) 

sb ohoism¥(i26)^ &:>i£i /dbi^e bi§3*3i ^lovoi aaaa ai ±boiiai aastb g¥ esanioi^ HS3ga aaii we 3E ?sb 

8&. SB 0ilOI2S*?(126)fe SBAI^gOl gXIS 5011 g£l£!U. SB-^ll XI £E^( 134)3* 50I£}B SBaSJ Al^g*:01l£ ^ 

sb aixi^Ei¥(i34)fe aai sb*O30)u A\mx\9\ a* on si8H ^gsffi. BttaaiAi^gon/H liim9I3 sb ae X>S!2I S13B Mi 
3i38>3i ?i8kh. uis?-i3 sb oil ae£! §£i #31 s»aeiAi^aj» sBAi^asi g§ aioia tttioi^oii xissni. &3i use sesi 

&31011/H xiss §s^ seaaiAi^esi nasi Bamioi^e gsioi a* ummn sb »aoii chb a; Mu\±m b 4* sss a* 

8SQ. 

SB £llXI^£i¥(134)fe &3|£| ?I£B *86h3l «8K>I BBaaiA|£BO0/d *l£8fb 81 ¥ fflHBIOI^ H£3Bj» a££ aaig BE|Iili0l£ 

^3 £[^EI¥(136)b &3| SBAI^asi SB /HbH(128)i^Ei AIEOII CHB 3IHM UPUIfe §S(Log Information)! 3>X12fA{ £ 
^o[3, EXII3> 2iur 3^ ZJ^(Alert) Oil AI XI SEb SNMP(Single Network Management Protocol) ^ Oil AJZIM et?a£IAI^S2J 01^^ s 
&(EventConsole)S XllS&a. 

S3 £}^El¥(136)b e^aaiAI^SOIIAI Xil^Sfb BEHIHiOI^S S6K)j d£i inEOII 9*901 2ib UlSfla SB XfS § a£l 

¥d30)2} e^sib ° 0 ^2S e^^p. s^. aai e^¥(i30)sj anoiu Atsnsi .^j^oii sish e^e aiAiwm. sb >dbi(i28)S¥Ei ^ v 

g SEI A|E-e ^ ^ 2i£^ S3 SSI ^X12*Ai S^oKM Oil e&a£IAI^g£| Ol^je e^¥(132)S S^oMI 9Q. 

SE 3011 S3 B}^EI¥2j gSSIir siE^f £Al£10l 

SB AIW (128)011 S^SKM S3 Sfi* ^XISD.(302. 304 B3fl) 

S3 §S1 ^^!8I3. SitrXIS e£*&P.(306. 308 B5il) 

S»l^ u 21S(Alertr-01IA|W-SEfe SNMP S^ OUAIXIB OlfflS S^¥(132)S SUI^ll SD.OlO 931) 

s«i^ 2iaB. S3 §ai sea^iAi^asi aioia wioi^(i38)ou wsea.(3i2 b») «?iai. sa^t aaB bts 314 93iie 48« ^ 

gAj^ Cf § GiioiEl^ SifeZIM BBSfW. 2iaB 304 B3I BM^^^Cf.(314 B^il) 

S3 £}^Ei¥(136fe a^|2l 7I^# ^ISSPI 9I8K)I ^l^aai Al^g2| ^¥ BEiffllOl^ HS3^B Ul^?-I3 SB AI^BSI BQffllOI^M 

321 S^¥(130)b SNMPM AfgoFOI SBAI^^g »AI8HM. SB a£ §£1 ^h^^/d tf3| SBAI^BSJ ^EHM BAI8H!..»3I SB a 
2 9S » HSAIIM J1IOIS #31 SB 0il012S¥S fiSSKM. S3 2f^6i¥{136) ^ SB 2IIXI^6i¥(134)S aai&Q. 

aai s^¥(i30)fe oi^oiiAi aae siii a2jsni. sss^ £?sai seaaiAi^gioi ^^iaoi 91^ ai^s^oii bm ^xisq. 
£ 4oii aei e^¥2i uauib iie^ eaisoi sip. 

Albl^: ^!3^P.(402 B31I) 

SNMP Albl^B S^CMi SNMPg MgofOI ^ S6f kElOil CUB MIS?-I3 SB IS&m ^AI^P.(404 B30) ^. UIS?-|3 tE^Oll S^QOi 

UIS?I3 SB XlSieOil CHB §Si ^1^1 X1S¥S¥EI ^l^8F3. A^^3I e^B §21 e^SFOj BfeOll UIS?I3 SB 

Xf^ieHi #EHM S> <^ BP. ES. ^3I3°S SNMPM Algol 01 2| UIS?IB SB X\®mS* SfEHB B2I8J2. 3 fiAlffO. 

SB SS /Hdl^B 3*O0fc. SB §£1 SB 0IIOiaS¥(126)S¥EH 1\X2\M SB /HW(128)2| #EH^ BAIBQ. ESI, HSAil£ «IO| % 

m*? §a§ sb onoiss¥(i26)s aa»a.(406 b^d ^xii^asb, sb 0iioiae^d26)a2i eefoi mssia sb x\&ms\ 

#EH1 SAIBP SEB, SB 0II0ISS¥(1 26)01|3il UIS9I3 SB X^SIOil CHS SSM aS8^3. 3 XhSlOil CHB SSAO^ XHOIM fiSSO. 3 
33, ^Xf^aS UIS?-J3 SB AiW(128)2l i, v A|o^3 ^¥ §SI a^8ffe ST SB ^B&O. 0|^ SB 01IOISS¥(126)3I §#5!0I 

XI SB ^EHOIIAI ^61 ^§8>P. 
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S3 Mti\'±21 S^OIIfe. S3 Zit^m a£l6JD.(408 930) OUgjCll. S3 a?6)*f^p2| A|a*j& EM XIAIgfQ. SE&. S3 ys?g. 

404 406 408 931I0IIAH SflPr 2ife 3^ OIBBS g#^(132)S 3 #»§ SVeQ. OflSCH. aa 0HOISS¥(126)S¥ei2| Ig OOAIXIg 

a a 3 ui§oii aja §2© ssi s&iskm. 3 msi g&aaAi±B2i oieis s§¥d32)s agaa. . ; ■ 

e<» aixi±a Aibi^S! g^wife aa aixiiai aaaa. 410 93«) ousch. aaaixi±E)¥ 2121 Ai^a ii xiAiaa. o*a3,xis.. 
aa auiiH siai aaE aa £«m cHHsite nai»iwe m§»3^ bissssmi. A>sx73r exi o r ?±ae oissk* #31 sa aixi 

UIS3I3 aa XU»! SSI 2SSII XI9¥0D US. 4=3 SJ £S1 8l£3 HI01gia.(4t6 9311) 
3|Et Mti\±m W3aCh(412 B3fl) 3IEI MU\±& AligOII ¥3t^eJ /HbliB goiBCK 

0I2I01I ^dl S#¥(130)ir UISSI3 egf xj«oil CHSH 3a)SJ AfgXI 2! E) ffll 01 ^(Graphic User Interface: GUD2I naoiaS(Client) HS3 
g S ±m K 4= o, £ e stOI UIS9I3 aa Ba»«OI3fl § CH B^SIH S{**e S31 HlgaQ. #31 GUI &32| gaOiaSfe eS? a |Xli 

a 5(1 34) ssai eioH ss 3 a xis^oii §eB MS8 joi gsaaAiiaa 3 aw aafflioi±#oiiAHE *8« 4> sjq. 

a a«s aaa tf aimoii aaaxi sf°M. s ^sa m^i shxixi afe bauioiiai ggxioii sis? asoi ^&as ggoia. ajaAi. s 
aaoo/H a am s^sife ^ausj ^sa g?ims ssHxife 201 on-ia ^soife s?g?is aaa 201a. 

SfSSI S3} 

e usoii ©sa #s ^t^ss s^a 4= aife 43H2i 2§i s&saiAi^g sEfe aejAi^goi 501 gxisioi ^^i smmo\ 
sesaiAi^ga a^Aiiai g&sssw 'ui=9ia aei Ai^g a stfaaiAi^gg ^g£j°s SEfe ^ M±®m gts sss f 3 

Ste AfgXfOH^I XI S SI 3BI2J t!3S Sife AJg&3§ Big If 4» SiCf. 

toatAH mssia ahx»s mwe mifasiAi^gjsi 01a xises a^8t3 sessHS ssjif +-si£* »3. suaaiAi^g ai§xi 

♦Ijl^iis i%Aigi°SMi ztaaoi ai3«t- ^nn sssi vsv ^ ao. nan. aaon chsh aea eiaiaioi^s »3»oi n 
aaais &°smi jissi g&aaiAiiesi ae? gmss shss^cj. 

(57)H?S| gfl 
a?8r 1. 

B BSE! Alia (System Management System) 1 ae}AI (Firewall System)S 8tt«?l 91 » AliSOII SiCHAH. 

aoi a°»Ai^asi aeroii aaa x^aesi ^eh# aAiwa. ss§ 4»ssioi »9»n. «3i aejAi^eoii oi^oi v«ii» sa 
oisaSi in? iJaaAiSj2i esoii ma uis?ja ay ae xiaeoii ch& §a2i ms afe ss/iif hioispi 91 e 

SB (HI 01 a S¥: 

uie.?i3 s^oii aas ss§ &^i aeiaaAiiBa aetAi^Hsi ss qioiei uuoi^ob asm, asa sasi 4«§ a £«i 

s 4=SSPI ?ig? a 2} aiXI^EI¥: 

«3I e^AI^S°S¥H AIECHI CHB 3I^S UEIUIfe S3 §a(Log Information)© 3l;X)2fAI ^*!6t3. SSPJ 2ife 3° 2i» ™ A I X I 
Sfe SNMP(Single Network Management Protocol) §liS OIIAIXIg S»aaAl^g|S| OISIM S^(Event Console)S HISSPI 91 ff S3 V? 
B": Si . • 

fe^i snmpb Afg«ioi «3i aeAi^Hs aAi»w. 33i a&r ae asi 3t»aAi em aeAi^aa ^eh« bai»3 . «3i isb a@ a 
a si hsaiiai mo\m m\ as! oiioias¥s aamn. &r^i S3 a^av si a^i a2? aixi^a^e aaspi 91 a aaB#¥it aaof 

D), " 

6r?i ay oiioisev a2r aixiiav. S3 a?9¥ a! aa s^¥fe suaeiAi^goiiAH mss^ ei eh hi 01 ^ hs^si aa@ aaie 

oiamiOliS 2E Sfe UIS9I3 a2r AliSSI 2!E)IHI0I±« ?)SJ 2£I ^§2£ 8rfe M&aaAliSl e2!AI^S s Slf 

spi 9i a Ai^a. 

S?S2. 

flllSrOII 210IAH, aa 5#¥te 

^w^jss ms9i3 ay ai£bsi stENS »Ai»a saoy aes ss§ #31 aa oiioiss¥s esse ^ass sife saaaAi 
ZaS aa Ai^as ggfspi 91a ai^s. 

BUSrOII SiOfAH, 

#3i aa onoias¥fe aaAi^aoi 91 a a son gxisiw. 

#31 aa aixi±Ei¥. S3 a^E)¥ ai aa s£¥b saaaAi^aoi 9iaa 2011 ^ass sife geaaAiisa aaAi^a 

§ S&5I3I 91 a AliS. 
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